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AbstractÐAs digitalization and technological advancements
continue to shape the infrastructure landscape, the emergence
of blockchain-based decentralized physical infrastructure net-
works (DePINs) has gained prominence. However, a systematic
categorization of DePIN components and their interrelationships
is still missing. To address this gap, we conduct a literature
review and analysis of existing frameworks and derived a
taxonomy of DePIN systems from a conceptual architecture. Our
taxonomy encompasses three key dimensions: distributed ledger
technology, cryptoeconomic design and physicial infrastructure
network. Within each dimension, we identify and define relevant
components and attributes, establishing a clear hierarchical
structure. Moreover, we illustrate the relationships and dependen-
cies among the identified components, highlighting the interplay
between governance models, hardware architectures, networking
protocols, token mechanisms, and distributed ledger technologies.
This taxonomy provides a foundation for understanding and
classifying diverse DePIN networks, serving as a basis for
future research and facilitating knowledge exchange, fostering
collaboration and standardization within the emerging field of
decentralized physical infrastructure networks.

I. INTRODUCTION

Traditional industries of physical infrastructures, such as

telecommunications, satellite radio, and cartography, have op-

erated under centralized control with single entities or associ-

ations of a few centralized entities of predominant authority.

With the advancement of the internet and communication

technologies, many infrastructure ecosystems instigated a de-

centralized trend against traditional centralization. However,

in recent times, these formerly open and inclusive digitized

platforms and services have increasingly shifted the focus

towards prioritizing their private interests. Such is the case

of the cartography industry, dominated by a single service

provider, Google Maps which has gradually re-centralized the

industry [1].

With blockchain technology, however, it has become pos-

sible to decentralize the physical networks of infrastructure.

M. Ballandies is supported by the European Union’s Horizon 2020 research
and innovation programme under grant agreement No 833168.

Through the implementation of automatized operation, im-

mutable common data storage and redesigned value-sensitive

governance, the potential arises for distributing control, own-

ership, and decision-making among multiple participants or

nodes in a network [2, 3, 4, 5]. Decentralized physical in-

frastructure networks (DePINs) are an emerging trend within

blockchain [6] that describes this growing ecosystem of web3

projects that utilize token incentives, smart contracts, de-

centralization, and participatory governance mechanisms of

blockchains to deploy networks of real devices such as sensors,

storage, or wireless networks globally.

Decentralization of physical networks has been recognized

to result in several benefits including increased resilience [3],

due to distributing the system away from a single point of

failure and system redundancy; trust [7], due to data trans-

parency and tamper-proof guarantees; and accessibility [8]

due to permissionless requirements of joining the network.

Additionally, the operation of infrastructure can be improved

due to the re-structure of incentive mechanisms (e.g. via

blockchain-based tokens), flexible decentralized marketplaces,

and inclusive participation [9].

At the time of writing, more than 50 blockchain systems can

be counted in this ecosystem with varying designs, layouts

and application domains [10]. Nevertheless, a classification

of these systems based on a rigorously from theory derived

taxonomy is still missing. Such a taxonomy would facilitate

the differentiation and comparison among systems and en-

able researchers to identify unexplored system layouts and

practitioners to learn from others, thus facilitating innovation.

In particular, the lack of a classfication of DePIN systems

on a rigorous taxonomy can result in a fragmentation of the

community and thus duplication of efforts [11].

This work contributes a first stepping stone to conduct such

a comprehensive classification with the following contribu-

tions:

1) A general conceptual architecture illustrating

blockchain-based systems
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2) A taxonomy for DePIN derived from this conceptual

architecture

II. LITERATURE REVIEW

Decentralized physical infrastructure networks (DePINs) are

cryptoeconomic systems. These are systems that consist of i)

individual autonomous actors, ii) economic policies embedded

in software and iii) emergent properties arising from the

interactions of those actors according to the rules defined

by that softwareº [12]. In the case of DePIN, autonomous

actors are incentivized to place or use physical devices on

a global scale via mechanisms enabled by distributed ledger

technology (DLT) (as utilized in blockchain) from which a

physical infrastructure may arise as an emergent property.

Since such DLT-based cryptoeconomic systems are complex

systems [12] that are difficult to control and govern hier-

archically from the top down due to their emergent nature,

decentralized mechanisms have been proposed and are used

in DePIN: i) For control, DLT-based tokens are used as an

incentive mechanism. In particular, such tokens can align

human behavior with goals set by a community [9] (e.g., the

establishment of a DePIN). ii) For governance, shared owner-

ship of the network can be achieved via token-based decision-

making mechanisms on system parameters, compositions and

general vision (e.g. via improvement proposals). Usually, all

token holders can participate in these processes [4, 13].

In particular, hierarchical and centralized governance mech-

anisms are often challenged in complex systems [5] and de-

centralized and bottom-up mechanisms are required to govern

and control them. For instance, these systems can be efficiently

governed via decentralized mechanisms such as collective

intelligence, digital democracy and self-organization [5] which

hence found not only a natural expression globally in urban

participatory budgeting projects1 [14], or self-organizing busi-

ness teams [15], but also in blockchain-based web3 systems in

the form of decentralized autonomous organizations (DAOs).

These DAOs utilize the collective intelligence of their com-

munity (e.g. via open discussion platforms) to identify ideas

and then supports them to deliberate (e.g. via Improvement

proposals), decide (e.g. via token-based voting) and implement

(e.g. steered/ controlled via token-based incentives) them ef-

fectively [16]. Often, these mechanisms are implemented using

smart contracts. In general, this DLT-based code can improve

the functioning of society by automating and increasing the

transparency of the implemented mechanisms [17].

DePIN represents a subset of the broader blockchain IoT

domain, characterized by its utilization of physical hardware or

resources to deliver tangible or digital services to consumers.

This subset opens up new possibilities and applications within

the blockchain IoT framework, driving the emergence of

DePIN projects that cater to specific use cases in the realm

of physical service provisioning.

Because DePIN operates at this convergence of blockchain,

Internet-of-Things (IoT), and physical service delivery, certain

1Switzerland’s city of Aarau Participatory Budgeting: https://www.
stadtidee.aarau.ch/abstimmungsphase.html/1937

aspects of it can be described with existing taxonomies in

the field of blockchain IoT [18]. Notably, i) the underlying

hardware architecture in DePIN projects shares similarities

with the utilization of hardware in acquiring data or providing

fungible or non-fungible goods and services, akin to the

perception or sensor layer observed in traditional Blockchain

IoT systems [2]. Moreover ii), drawing parallels with off-chain

compute in the context of blockchain IoT systems [19], the

middleware plays a pivotal role in processing, storing, trans-

porting data, and relaying services acquired by the hardware

layer in DePIN projects.

The establishment of a comprehensive taxonomy is of

paramount importance in providing clear guidelines for stake-

holders aiming to foster the growth of emerging sectors. While

the Internet of Things (IoT) taxonomy has been thoroughly

explored in the literature [20], and the advent of blockchain

and blockchain IoT has gained substantial popularity, resulting

in the emergence of general DLT taxonomies (see [11] for an

overview) and fewer blockchain IoT works [21, 22], due to its

recent history and distinct characteristics focus on instantiating

infrastructure networks, there remains a conspicuous absence

of well-defined taxonomy for DePIN that combines previously

introduced taxonomies from DLT and IoT and extends them

to be applicable for infrastructure networks.

In order to close this gap, this work introduces a rigorously

derived taxonomy for DePIN that considers the cryptoe-

conomic design, distributed ledger technology and physical

infrastructure components of DePINs.

III. METHODOLOGY

This work follows the method of Nickerson et al. [23] for

deriving a taxonomy for DePIN and performs one iteration of

the Conceptual-to-empirical step: 1. An established concep-

tual architecture and taxonomy of Blockchain systems [11]

is extended by theoretical reasoning considering the meta-

characteristic ºFunctioning of decentralized physical infras-

tructure networksº. 2. DePIN systems are classified based on

that taxonomy and 3. The taxonomy is revised.

IV. CONCEPTUAL ARCHITECTURE

Considering the meta-characteristic and the exploration in

Section II, the conceptual architecture found in literature [11]

is extended such that it illustrates the inner mechanisms of

DePIN and the interrelationships of their components.

Because DePIN are about physical infrastructures, both

a hardware and a middleware component are added to the

conceptual architecture.

Further, as governance is an important component of DLT

systems [24], the governance component has been integrated

into the conceptual architecture. In particular, the original

Action component has been renamed to core economy action

to better separate the economic and governance aspects of a

DePIN system.

Finally, to make the implemented mechanisms of DePIN

such as tokens and DAOs more transparent and decentralized,

on-chain features of DLT such as smart contracts are often

https://www.stadtidee.aarau.ch/abstimmungsphase.html/1937
https://www.stadtidee.aarau.ch/abstimmungsphase.html/1937


Location Component Definition Chain

Governance action
A governance action is one or more real-life activities connected to

governance that can be digitally represented in a DLT system

Core action

A core action is one or more real-life activities connected to the

economy of the system that can be digitally represented in a DLT

system.
Real World

Hardware
Hardware are physical devices required to participate in the

(core economy of the) DLT system.

Middleware
Middleware are services such as storage, communication, or messaging

between components within a DLT system that are not covered by DLT.

Consensus

Consensus is the mechanism through which entries are written to the

distributed ledger, while adhering to a set of rules that all participants

enforce when an entry containing transactions is validated.

off-chain

DL
A distributed ledger is defined as a distributed data structure,

containing entries that serve as digital records of actions.

Smart contracts
Smart contracts are code or mechanisms that are deployed to the

distributed ledger and executed by a DLT system.
Digital World

Token
Token is a unit of value issued within a DLT system and which can

be used as a medium of exchange or unit of account.

on-chain

TABLE I: Components of the conceptual architecture for DePIN modeled on Ballandies et al. [11]. Shown in gray are the

components that were added to account for DePIN.

used. Therefore, the Smart Contracts component was added to

illustrate which parts of a DePIN are secured and supported

by DLT.

V. TAXONOMY

Based on the conceptual architecture (Section IV), further

components and attributes are added to the Taxonomy intro-

duced in [11]. The taxonomy is illustrated in Figure 1 and the

main differences are explained below.

A. Hardware

The hardware component, which represents the hardware

used in the DLT system in more detail, has been added to the

new Physical Infrastructure Network (PIN) dimension of the

taxonomy (Figure 1). Device illustrates what hardware devices

system participants are required to obtain in order to partici-

pate in the core economy of the network. The characteristics

can be in the context of DePIN for instance camera (e.g.

HiveMapper or NATIX) or LoRaWAN hotspot (e.g. Helium).

Ecosystem illustrates the degree of openness of the hardware

ecosystem. The characteristic is open if any manufacturers

devices can be utilized to participate in the core economy

(e.g. onocoy or WiHi) or licensed if a manufacturer is required

to get a license before being able to produce devices for the

system (e.g. Helium) or closed if manufacturing is restricted to

specific manufacturers (e.g. GEODNET). Spacing illustrates

if devices are required to have a minimum distance from each

other. The characteristic is Yes if there are measures in place

to facilitate a particular spacing between devices and No if

devices can be placed anywhere. For instance, in the case of

DePINs in the field of global navigation satellite systems such

as onocoy or GEODNET, overpopulation of hardware devices

in a given area is not desirable as it does not bring any further

benefit to the network, while in the case of the Render network,

which builds a decentralized GPU infrastructure, such spacing

is not required.

B. Middleware

The middleware component, which illustrates the middle-

ware used in the DLT system that is not executed on-chain

(e.g., via smart contracts), was added to the new Physical

Infrastructure Network (PIN) dimension (Figure 1). Data

access illustrates the degree of decentralization in the storage

and access of system data required for the core economy

and governance. The characteristics are open if the public

can participate in storing and accessing the data important

for the systems functioning or restricted if only selected

entities can provide this service. For instance, solutions such as

Filecoin [25] can facilitate the storing of system information

in a decentralized way in a DePIN system. Routing access

illustrates the degree of decentralization in the routing of data

between system participants/ devices of the core economy

and governance. The characteristics are open if the public

can participate in the routing of information important for

the systems’ functioning or restricted if only selected enti-

ties can route information. For instance, solutions such as

W3bstream [26] or Streamr [27] can be utilized by a DePIN

to facilitate the routing of information in a decentralized way.

Computing access illustrates the degree of decentralization in

the computation of system mechanisms/ quantities of the core

economy and governance.

C. Core economy action

The core economy component is extended with one at-

tribute. Incentivized action Illustrates if and which of the

actions taken in the core economy is incentivized with the



Fig. 1: The taxonomy with its three dimensions (distributed ledger technology (DLT), pysicial infrastructure network (PIN),

and cryptoeconomic design (CED)), 8 components and 41 attributes.

awarding of token units. The characteristics can be for instance

in the DePIN context hardware placement, but in a more

general context also staking, or system parameter calibration.

D. Governance

The governance component is added to the cryptoeconomic

design (CED) of the taxonomy.

Idea crowd-sourcing illustrates who can express ideas in

system channels that can be used in the deliberation process

and thus represents the collective intelligence of a DePIN. The

characteristics can be public or restricted. Idea deliberation

illustrates who can create, propose, curate, and merge voteable

items. Vote objects identifies on what system participants can

vote. The characteristics are system parameters, improvement

proposals, governance bodies, a combination of the previous,

or none. For instance, in DePIN systems, often token holders

can vote on improvement proposals (e.g. Helium, DIMO

or Render). In some DeFi systems (e.g. MakerDAO) token

holders can also directly vote on system parameter configura-

tions. Vote participation illustrates who can participate in the

voting. It is public if anyone/ any Token holder can vote or

restricted if a voter is required to fulfill further requirements

such as know-your-customer policies besides owning tokens

and closed if voting is not accessible for token holders.

Voting input illustrates how the votes can be cast by an

address or unique identity. The feature can be Single choice

(e.g. utilized in Helium), if the voters can select one option.

Multiple-selection if voters can select several options (e.g.

utilized in DIMO), or Ranked-choice (e.g. utilized in DIMO),

if the voters rank the different choices according to their

preference; Quadratic [28] (e.g. modified version utilized in

onocoy), when voters use credits to vote for options, but the

cost of casting multiple votes for the same option increases

quadratically. Voting aggregation illustrates the methods of

aggregation. This is the calculation of votes after the action

of voting. These methods may involve amongst other Simple

Majority (> 50%) or Super Majority (> 66%, e.g. as in

Helium). Founder/ core-team identity illustrates the degree

to which the identity of the system initiators and implementors

are known. Legal structure illustrates the legal interpretation

of the governance components, according to international, re-

gional and/or national laws and regulations. For instance, often

DePIN system utilize a Foundation as the IP-owning entity

(e.g. Helium, DIMO, Render). Nevertheless, also other setups

exists, such as in the case of onocoy where an association is

chosen to be the IP-owning entity. Location illustrates where

the DePIN operates and which laws and regulations apply to

it.

E. Smart contracts

The smart contract component has been added to the DLT

dimension of the taxonomy. [Governance, Core economy,

Middleware] illustrates the degree to which the [governance,

core economy, middleware] of the system is implemented on-

chain. The charactersitic is all if the whole, partial if a part,

and none if no [governance, core economy, middleware] is

implemented on-chain.

VI. FINDINGS

Through our efforts to classify DePIN projects using the

proposed taxonomy, four observations are obtained:



First, the analysis shed light on the significant variations in

the level of decentralization within the governance design of

DePIN projects. It became evident that some projects exhib-

ited a centralized approach, where decision-making authority

predominantly resides with a hierarchically organized core

team, while in others a self-organizing community participates

actively in decision-making processes through diverse voting

mechanisms. Mostly this open governance participations in

DePIN systems is restricted to improvements proposals which

are not legally binding and thus neither impact system param-

eters nor the governance body/ workings of IP-owing legal

entities directly.

Second, though there are solutions with for instance

W3bstream [26], Streamr [27], Filecoin [25] and others to

decentralize off-chain middleware, the middleware in DePIN

systems is currently often centralized (maintained by central-

ized entities and deployed to centralized cloud architectures).

Third, DePIN projects are inherently complex, encompass-

ing multifaceted elements. Thus, acquiring comprehensive

information is a challenging endeavour. Different DePIN

projects showcased different levels of openness and acces-

sibility of information. Information pertaining to governance

structures, software and hardware technical details, as well as

investor information and fundraising mechanisms, were often

difficult to obtain. This lack of transparency and availability

of information poses a notable hurdle in comprehensively

understanding and evaluating DePIN projects. For instance,

initially a investor identity attribute had been added to the

Governance component, but was removed because of the

inability to clearly assign a value for it for classified systems.

Fourth, it can be a challenge to measure attributes of a De-

PIN or DLT system quantitatively. For instance, the taxonomy

had the information access attribute to illustrate how open

the information regarding the system (for instance, including

the internal strategies of the core team) are, resp. who has

access to them. For instance, more transparency/ openness

would indicate an improved collective intelligence [5] of the

community and thus would be important to be classified.

Besides these observations, it was noticed that the exten-

sion of the conceptual architecture/ taxonomy introduced in

Ballandies et al. [29] with the new components and attributes

of this work did not restrict the taxonomy’s explanatory

capability to illustrate non-DePIN related DLT systems. For

instance, the hardware device in the Bitcoin system are ASICS

and the incentivized action is proof-of-work participation.

Finally, the term ’DePIN’ has been used widely to refer

to decentralized token-incentivized blockchain networks or

systems, however, more recently, there has been a push to

clearly delineate between physical networks and strictly digital

resources such as ’computational resources’. We found that

the taxonomy can clearly illustrate the difference between

DePIN and non-DePIN systems: Whenever the incentivized

action in a system is the placement or contribution of physical

infrastructure elements to the system, such as a camera or

storage drives, it can be defined as a DePIN system.

VII. CONCLUSION AND OUTLOOK

This taxonomy paper has presented a comprehensive and

novel framework for classifying DePIN based on cryptoeco-

nomic design, distributed ledger technologies and physical in-

frastructure network dimensions that span 8 components rang-

ing from tokens over governace to consensus and hardware.

It intends to provide a valuable foundation for understanding

and categorizing DePIN.

Further research could focus on addressing the challenges

associated with information availability and complexity within

the DePIN domain. This could include initiatives to develop

standardized reporting frameworks, guidelines for information

disclosure, and collaborative efforts to create comprehensive

databases of DePIN projects. By addressing these issues, the

understanding and evaluation of DePIN projects can be sig-

nificantly enhanced, contributing to the broader development

and adoption of decentralized physical infrastructure networks.

Beyond infrastructure networks, the broader context of the

built environment, including smart cities and intelligent build-

ings, holds significant potential for further DePIN research.

For instance, integrating DePIN with artificial intelligence

(AI), creates opportunities for autonomous, and sovereign

infrastructure and buildings [30].

Additionally, this taxonomy framework has the versatility to

be applied to other vertical studies within the broader domain

of decentralized infrastructure. It offers opportunities for cross-

disciplinary collaboration and facilitates knowledge sharing

across different sectors, such as value-sensitive governance de-

sign, organizational structure studies, complex systems, legal

and regulatory studies, and other vertical theoretical explo-

rations. In particular, a rigorous crowd-sourced classification,

analysis and validation can further enhance the taxonomy and

derive general design patterns [11].
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